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‘L PART ONE: THE LAW

Everything
you need to know
about the

FOI Act 1997 and the
DP Acts 1998 & 2003




i Outline of Workshop

A Data Protection v. Freedom of
Information

A The Data Protection Principles

A Recording In the light of Data Protectio
A Discussion



i Data Protection v. FOI

A DP Acts 1988 and 20@3ully implemented 2007

A 1988 DP Act referred to electronic records oalittle
Impact on Social Work

A FOI Act 199¢ well prepared for and implemented

A FOI- formal processes for client access, but nothing t
say on recording practice

A DPAC directions on obtaining, processing, retaining
and disclosing data



i Data Protection v. FO!

A Concerned with 2 Concerned

protecting with open
personal government,
privacy, modernising

iIncluding from = the public
government service



+

A Applies to all data Iin

A

structured files held by
anyone

Manual and electronic
data

Personal info only
_Iving persons only
~ee payable always

A

A

A

Data Protection v. FOI

Applies to public
service & scheduled
bodies only

Manual and electronic
records

Personal & nowpers.
Livinganddeceased
No fee for pers info



i Data Protection v. FO

A RECORD RECORDS
A Must be In a relevant A Paper
filing system whichis | 4 Electremagnetic

structured by reference
to individuals Iin such a
way that specific
Information relating to a
particular individual Is
readily accessible

A Audiovisual

A Photos, maps, plans,
X-rays, etc



i Data Protection v. FOI

REQUEST PROCEDURES
A In writing A In writing, quoting Act
A Fee: for nompersonal
A Fee€6.35 Info only
A Acknowledge within 2
A No requirement to weeks
acknowledge A Reply within 4 weeks

A Reply within 40 days



i Data Protection v. FOI

RIGHT OF APPEAL

A Complain directly to DP A Right of Internal Review

Commissioner A Appeal to Information
4 Decision may be Commissioner

appealed to Circuit

Court A Further appeal to High

A Further appeal to High = Courton point of law
Court on point of law



Data Protection v. FOI

ACCESS TO MEDICAL, PSYCHIATRIC AND SW
ACCESS TO HEALTH & SW DATA RECORDS
A MinisterialRegulations A Access may be refused if might

4 Health data (a) direct access butt 0 S LINE2dzRAOA L & | 0
withheld if likely to cause serious  health, weltbeing or emotional

harm to physical or mental condition.
health. (b) Obligation to consult ' A Access available through a
appropriate health professional. relevant health professional

A Social Work dataAs above in (a).  Specified by requester

A As much data as possible must be
released in any event.




i Data Protection v. FOI

ACCESS TO DATA RE MINORS ETC

A No express entitlement to | A Regulations under s.28(6)
exercise right of access on provide right of access by

behalf of minors or person parents/guardians to
unable to exercise their personal info re minor or
right. adult with mental/ physical

Incapacityc where access Is
deemed In best interests of
subject.




i Data Protection v. FOI

ACCESS TO PERSONAL DATA OF DECEASED

A DPA does not apply A Access granted to

A NO right of access to
personal data of deceased

A NoO restrictions on
disclosure of such data A

FRYAYA&UNT G2N
estate and to those with
functions conferred by law

Access granted to spouse or
next of kin and others
considered appropriate

the circumstances



i Data Protection v. FOI

DATA EXEMPT FROM ACCESS

A Kept to prevent, detect,
Investigate crime, assessing
taxes, etc where it would
prejudice outcome. (s.5)

A Kept for statutory purpose
& obtained from someone
covered by above (s.5)

A Where legal professional
privilege applies (s.5)

A

A

A

Release might prejudice law
enforcement or public
safety (s.23)

Covered by legal
professional privilege or
release would be contempt
of court (s.22)

Information obtained in
confidence (s.26)

Personal Information
(see below)



Data Protection v. FOI

DISCLOSURE OF PERSONAL DATA

A Restricted under s.2 must | A Not subject to access (s.28)
be compatible with purpose,  unless:

for which data were & Info relates to requester
obtained A Subject has given consent
A Does not app|y to data re A Disclosure necessary to

prevent danger etc
A Minor or disabled person
A Public interest test

A Restriction applies to
personal information of
deceased persons

deceased persons



i Data Protection Definitions

Data Controller (DC)

A An organisation or individual who
determines thepurposedor which
and themannerin which any
personal data are, or are to be,
processed




i Data Protection Definitions

Data Processor (DP)

A Any person (other than an employee of the
Data Controller) who processes the data on
behalf of a DC

A Data Processors are not subject to the Act.
However, most DPs will be DCs In their own
right for the processing they do for their own
administrative purposes.



i Data Protection Definitions

Processing

A obtaining, recording or keeping data

A collecting, organising, storing, altering data
A retrieving, consulting or using the data

A disclosing (transmitting, disseminating or
otherwise making data available)

A combining, erasing or destroying thetaa



i Data Protection Definitions

Personal Data

Data which relate to a living individual who ca
ne 1dentified:
A from those data, or

A from those data and other info In possession of tr
DC

A and Includes any expression of opinion about, or
Intentions re, the individual




i Data Protection Definitions

Health Professional
A Registered medical practitioner, dentist

A Member of a designated profession under s
3 of the Health & Social Care Professionals
Act 2005



i Data Protection Principles
T.

2.

3.

btainand processnformation fairly

© N o bk

Keep it for one or more specified, explicit and lawful
purposes

Use and disclose it only in ways compatible with thes
DUIrposes

Keep It safe and secure

Keep It accurate, complete and up to date

Ensure that it is adequate, relevant and not excessiv
Retain it for no longer than necessary

Give a copy of personal data to an individual on requ




‘L P1. dObtain

The data subject, at the time the data Is being collected,
must be made aware of :

A

A

A

the name of the Data Controller
the purpose for collecting personal data

the persons (or categories of persons) to whom data
may be disclosed

the existence of the right of access by data subject

the right to rectify data if inaccurate or processed
unfairly




i P1. ProcessL VT 2 NI | U A

A Data must have been fairly obtaineahd

A The data subject has consented

A Or processing is necessary fame of the following
reasons:
A Compliance with a legal obligation
A To prevent injury/damage to health of subject

A To protect the vital interests of the subject where seeking
consent is likely to result in damage

A For the administration of justice

(contd. over) —>



iPl.c’xt NEOS&a& LyT2N

A OR processing is necessary fame of the following

reaSoOnycontd.).
A For performance of a statutory function

A For the purpose of the legitimate interests pursued by a
data controllerc

except where the processing is unwarranted in any
particular case by reason of:

» prejudice to the fundamental rights and

freedoms
A or legitimate interests of the data subject



i Processing Sensitive Data

Sensitive Personal Data

A Racial/ethnic origin, political opinions,
religious beliefs

A Membership of a Trade Union

A Physical or mental health or condition or
sexual life

A Commission/alleged of any offence
A Detalls of proceedings, sentence, etc.



rocessing Sensitive Data 1

In_addition to fair processing rules
one of these extra conditions must be met:

A Subject has giveexplicitinformed consent

A Processing Is necessary:
A to comply with employment law
A for a public purpose:
A administration of justice
A performance of a statutory function

(contd. over) ‘



iprocessing Sensitive Data 2

A Processing IS necessdtyntd.)

A to protect vital interests of subject or of
another person

A for medical purposes carried out by a doctt
or other health professional

A In relation to legal proceedings



i Processing without Consent 1

There are five statutory grounds:

1. Direction of a Judge or a Tribunal

2. Where necessary to protect interests of subject
3. Where necessary to protect interests of society
4.

Where necessary to safeguard the welfare of anoth
individual or patient

5. When required by other legislation




i Processing without Consent 2

A Best practice to inform the data subject if
possible, where the effort is not
disproportionate on balance. Also inform
recipient that consent not obtained.

A Record:
A What has been disclosed and to whom

A Source of data disclosed
A Reason for and date of disclosure



i Objecting to Processing 1

A An Individual can object to processing of
his/her own personal data

ADNR dzy RaY dadzy gl NNI VY
RIIYII IS 2NJ RAalOGNXaa

A The objection must specify why the
processing has this effect



i Objecting to Processing 2

Substantial damage
A Financial loss or physical harm

Substantial distress

A A level of upset, or emotional or mental pain
that goes beyond annoyance or irritation,
strong dislike, or a feeling that processing Is
morally abhorrent



P2. OKeep it for specific, explicit &
i fF 6 Fdzf  LIdzNLIR 3

A Be clear from the outset why you are collecting
personal data and what you intend to do with it

Al 2YLIX @ GA0K A&aFF AN LINE

A Ensure that if you wish to use or disclose the
data for any purpose that is additional to or
different from the originally specified purpose,
the new use or disclosure Is fair.




P3.4!' &S 9 RA&aOf2as .
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A If you wish to disclose personal data for a
purpose that was not contemplated at the time
of collection, ask yourself if this will be fair.

A It is unfair if it Is:
A outside what the data subject concerned would
reasonably expect, or

A would have unjustified adverse effect on him/her.



’\

i PA.GYSSLI AG AF FE&

Appropriatesecurity measures musit
be taken against any unauthorised
access to, or alteration, disclosure ¢
destruction of, the data and against
their accidental loss or destruction.




PS.AYSSLI A ! OOdzNJ
i andUp-to-5 I 0 S €

You may be liable to an individual for
damages if you fall to observe the duty
of care provision in the Act applying to
the handling of personal data, e.g. In
relation to decisions or actions based o
Inaccurate data.




P6. 9y adzZNB GKI O
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A Make sure you are seeking and retaining on
the minimum amount of personal data whicl

you need to achieve your purposes.

A Carry out a periodic review of the relevance
of the personal data sought from data
subjects.



P7.awSUFAY AO T2
ySOSaal NE ¢

A You need to be clear about the length of time
for which data will be kept & the reason why
the information Is being retained.

A Personal data collected for one purpose cann
be retained once that initial purpose has
ceased.

A The Agency should have a defined policy on
retention periods for all personal data.




PR.ADAYDS | 0O2L)l 27
i AVRAGARIE € 2y
Data subject is entitled to:

A A copy of data you are keeping on him/her

A Know the categories of their data & your

purposes for processing it

A Know the identity of those to whom you
disclose It

A Know the source of the data, unless this Is
contrary to the public interest




Basic Data Protection Checklist 1

1. Are the individuals whose data you collect aware of
your identity?

2. Have you told the data subject what use you make o
his/her data?

3. Are the disclosures you make of that data legitimate
ones?

4. Do you have proper security measures in place to
ensure all access is appropriate?

5. Do you have procedures in place to ensure that all d.
is kept upto-date? ¢ontd. ove) >



i Basic Data Protection Checklist 2

6. Do you have a defined policy on retention periods f
all types of personal data?

/. Do you have a data protection policy in place?

8. Do you have procedures for handling access reque
from individuals?

9. Do you regularly review and audit the data which yc
hold and the manner in which they are processed?



‘L PART TWO: RECORDING

Implications

of FOI & DPA




i Good Case Recording

A Good case recording helps to focus the work
soclal work staff and supports

effective partnerships with service users and
carers.

A It ensures that there I1s a documented account
of their involvement with individual service
users, families and carers.



i Good Case Recording (contd.)

A It assists continuity when workers are
unavailable (or change) and provides an
essential tool for managers to monitor work.

A It Is a major source of evidence for
Investigations and enquiries.



i Good Case Recording (contd.)

A Best practice In recording Is based on key
principles of partnership, openness and
accuracy.

A Effective recording Is part of the total service
to the user.



Good Case Recording (contd.)

A Soclal work staff should tell service users why an
when information is to be transferred between
different parts of the service.

A They should secure their agreement and ensure
that this is clearly recorded.

ACKAA A& Yy AYLEZNIFYOG |
should mean that when service users have acces
to their records, the contents are not a surprise.



i Good Case Recording (contd.)

A Working In this way should promote greater
accuracy in recording.

A Fact will need to be distinguished from
opinion; issues discussed: the action agreed
and the reasons for decisions made.

A All should be succinctly recorded.



‘L Records: Primary Purpose

Primary use of main agency record about a client
should be:

A to ensure that the information needed
to provide the best possible service

A 1S accurately recorded (& regularly updated)

A and easily retrieved

(BASW: Effective & Ethical Recording 1983)



i Good Practice Comes First

A Good practice promotes good recording but not
necessarily vice-versa

Al atly G2 KId Aa GKS LJdzN

A Purposeful practice facilitates purposeful record-
keeping

AG! YOE SINI 202S0O0AGTSaé A
as major pitfall in organising information




i Good Practice (contd.)

A Assessment-based interventions

A Contract-based interventions

A Care Plans

A Individual Programme Plans (IPP)

A Regular review & evaluation (with
client)

A Regular and guality supervision



‘L Summary so far

If you are clear about what
you are supposed to be doing

m=) YOou are more likely to
know what to helpfully record.




* The Nursing Process

A ASSess

A Plan

A Implement

A Evaluate \\ﬂ‘/



‘L Assume Client Reads Record

A Inform client of existence of records,
agency confidentiality, access, etc

A Ask yourself:
A Is it relevant?
A Is 1t as objective as possible?

A Are facts and opinions clearly distinguished?



i s It Relevant ?

A Is it related to the objectives of the work
with the client ?

A Does It have a bearing on the Care Plan,
ndividual Programme Plan, etc.?

A Does it promote the quality of the service to
the client ?

A Does It serve the interests of the client?
A Does It help promote his/her welfare?




i As Objective As Possible?

We see/hear what we expect to see/hear
A Selective perception and retention

A Consclous/unconscious selection of what we record

A Motives for selecting what we record?

A Power of person making the record

A It takes effort and determination to see what is in
FNRYUOU 2F o2wlSQa Tl OSSO



i Distinguish Facts and Opinions

Facts

A Observable
behaviours

A Reported
Information /
observations

A Verifiable
Information

N

I

Opinions

A Interpretations
A Assessments

A Evaluations

A Value
judgements



#Observation v. Evaluation

servation What | see, hear, touch, taste, sme
A Gives the reader direct access to my original

experience

A Allows the reader to draw their own

conclusions

Evaluation Whatl think aboutw
heard, touched, tasted, sme

nat | have seen,
led

A Gives the reader, secorthnc
my original experience

- what | make of

A Draws conclusion for the reader



i Observation v. Evaluation

|Rita made no eyeontact Rita Is shy

John smelled of alcohol John iIs drunk

A

al NB Qa OKSS | a|MarSiN®nbaFrésszd K B

Jane looked at her watch twigéane was bored

Mick talked with his hand overViick was lying
his mouth




Opinions: Be(a)ware

NMrs Thompsonis a complex neurotic
who, not having had adequate
parenting, is unable to provide it for
her familyo

Opinions are fine If they are:

- conscious / deliberate

- acknowledged Nabeled as such
- Informed / evidencebased




‘L Opinions: Be sceptical

AnSoci al workers came
of them looked as criminally inclined, or
as unfortunate, as t

lan McEwan: Amsterdam (1998)

A My opinions can sometimes say more
about me than about their subject

ADanger of nout of
opinions



iAMW Ri ght of |

A Record concerns, allegations clearly as
such and not as fact

A Put concerns, allegations to client

ARecord clientods r es
A Comment upon and evaluate response

A Ask client to agree/disagree record?



‘L Record Source of Information

Record:

A Who said what: the source
(particularly if it involves an allegation)

A Who Is present when information Is given or
shared

A If information is given in confidence
(or use limited) and why



‘L Other Points

A Recording important telephone calls
Check back for interpretation

A Drafts, rough notes, etc.
Can be destroyed Iif final version is :
- adequate,
- agreed (Minutes)
- and seltexplanatory;
but not to get rid of information.



i K.ILS.S.

A Keeplt Short and Smple

ANot AToo much strin
A Minimum detail, maximum information

A Clear, direct (Ladybird) English

A We write to be understood: If what we
write IS open to two Interpretations, It IS
open to at least one misinterpretation



i Records should be . . .

A Unambiguous

Well-recognised
abbreviations only
(BFA; OD; alcohol + +;

seen by SHO)
A Inoffensive \
No secret codes (PITB; TTFO,;

oscillans plumbi; BOM; GLM; 11.5)




‘L Records should be .

A Dated (contemporaneous)

A Timed (if necessary)

A Slgnhed(not just initials)

A In chronological order

A Legible and copyable (use black pen)
A Not deleted(no Tippex)



i Summary

Records should only contain:

1. Verifiable factual information

Descriptions of direct observations

2
3. Reported information/observations
4

. Consideredassessments or
evaluations based on above
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